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Abstract:

evidence in the criminal proof of crimes related to information and communication
technology« which has created great difficulties in proving them« due to their
technical nature« which necessarily requires appropriate means« procedures« and
controls« especially the invisible nature of digital evidence with the capabilities of
encryption« concealment« modification« and erasure of information and data within
electronic devices« which increases the capabilities of security and space authorities
to reach the perpetrator of the cybercrime.

From this standpoint« digital evidence plays a crucial role in activating investigation
procedures in cybercrimes« as it is considered one of the primary sources for
uncovering the circumstances of cybercrimes and determining criminal liability. To
achieve the conclusiveness of digital evidence in criminal proof and confronting the
accused « specific controls must be followed to accept digital evidence in the case file
before the court« otherwise it will be ruled invalid«< Digital evidence« like other
traditional evidence« is subject to the discretionary power of the judge to accept or
reject it. However « the latter must investigate the credibility of the digital evidence if
it is accepted to confront the accused during the discussion that takes place before
and within the hearing of the judge.

Keywords:

keywords; digital evidence< criminal evidence« electronic devices«< electronic
inspection.
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