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Abstract:

Cyberspace is one of the most prominent modern fields that has sparked
extensive debate in international law due to its rapid development and its overlap
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with concepts of sovereignty, national security, and human rights. Despite its
importance in political, economic, and military life, the international legal system
still suffers from a clear legal vacuum in regulating it and controlling the behavior of
states and actors within it. The central problem lies in the absence of binding
international standards that define the legal rules for the use of cyberspace, which
has allowed some major powers to exploit this vacuum to serve their geopolitical
interests.

This article aims to analyze the role of international law and how it is applied in
processes under the auspices of the United Nations, such as the Group of
Governmental Experts and the Open-ended Working Group, which aim to develop
voluntary standards for regulating responsible behavior in cyberspace. It also
discusses the role of these standards and international law together in regulating
cyberspace and the underlying geopolitical motivations.

Keywords:
International law, cyberspace standards, United Nations, Group of Governmental
Experts.
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